
Q-Shield proof report
Evidence for an auditor, not a certification.

EXAMPLE DATA. Alder Biosciences is a made-up company and no scan was run: its servers' answers were
written by hand and judged by Q-Shield's own code. Signed with a demo key, not one of EpochCore's
report keys.

Engagement: example-alder-2026-11-03
Generated at: 2026-11-07T16:40:11Z
Profile: mid_market

1. Signature check
Both signatures verified against the key file given: demo-keys-not-epochcore.json.

Ed25519, key 7B93DFD4897D6E1E: valid
ML-DSA-87, key 31EE547A2E8849B0: valid

2. Audit result
The audit failed against profile mid_market: 4 finding(s) fail its rules.

6 meet the rules, 4 fail, 8 are due (allowed today, migrate by a date), 0 are unknown.

Findings in this report: 23 (18 judged by the audit; 5 web server software checks get no verdict). Audit results: 18.
The counts add up to 18, the number of judged findings.

6 of 9 readable key exchanges are post-quantum hybrid (what each server would pick); 0 unknown, not counted.
(Audit field kex_coverage_pct: 66.7.)
Audit result recorded: failed

Policy basis (profile mid_market)
NIST IR 8547 (final, October 2026): RSA and ECC deprecated after 2030, disallowed after 2035

Digest
SHA-256 of the RFC 8785 canonical report without its signatures field.

24d63c61afbff6e75f175c4a59aca0444afe94308f07227464dea17946ddb89c

Signature keys
SHA-256 of that key file: 7377570a0b5bf6bb9bf8ce8f7df26745f420d6f4b59b7fc3d40587566b5de0cc

Ed25519   key id 7B93DFD4897D6E1E

ML-DSA-87   key id 31EE547A2E8849B0

EpochCore publishes its public keys at epochcoreqcs.com/qshield-keys. This report does not fetch them: compare the key ids
and the SHA-256 above with that page.

ML-DSA signing randomness: random bytes from the signer's computer only; no IBM job recorded.

That is the signer's own statement, inside the signed report. It cannot be checked from the signature.

The two signatures cover the digest above, which is computed from the report file. Checking them (steps in the appendix)
shows that the digest was signed by the private keys matching the public keys above. To check that a report file has this digest,
run `node src/cli.mjs verify <report file>` from the Q-Shield prove/ folder, or compute SHA-256 over its RFC 8785 canonical
form without the signatures field. It says nothing about hosts that were not scanned.
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Findings and audit verdicts
Each key-exchange result shows the group the server would select for a modern client; the probe does not complete a
handshake. Unknown means the probe failed: it is never counted as safe or exposed. Verdicts are the audit's, for profile
mid_market; due means allowed today, migrate by a date. Recorded exposure says what the finding's hndl_exposed and
quantum_vulnerable fields record; the probe's own reason text is not printed; it is in the signed report file.
Asset Check Observed Traffic

exposed
Audit
verdict

Recorded exposure

www.alder.example:443 tls_kex X25519MLKEM768 no meets the
rule

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.

www.alder.example:443 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_256_GCM_
SHA384","cert_key":"EC-
secp256r1","cert_signature_
algorithm":"ecdsa-with-
SHA256","rsa_key_
transport":false,"not_
after":"2027-01-
29T08:15:42+00:00","issuer":"
CN=Example Edge CA
E1,O=Example
Trust,C=US","issuer_key_
id":"5a1b9c0e7d2f4a6b8c3d1e
0f9a7b5c4d3e2f1a0b","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

www.alder.example:443 web_soft
ware

{"status":200,"server":"cloudflar
e","x_powered_by":null,"softwa
re":[],"known_exploited":[]}

not
applicable

no verdict
(no
known-
exploited
match)

Names no software version. Not a
quantum finding.

mail.alder.example:587 tls_kex X25519 yes fails Recorded as exposed to
harvest-now-decrypt-later. Algorithm
recorded as quantum-vulnerable.

mail.alder.example:587 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_256_GCM_
SHA384","cert_key":"RSA-
2048","cert_signature_
algorithm":"sha256WithRSAEn
cryption","rsa_key_
transport":false,"not_
after":"2027-02-
14T23:59:59+00:00","starttls":"
smtp","issuer":"CN=Example
Issuing CA R3,O=Example
Trust,C=US","issuer_key_
id":"c47e2a9b1d0f8e6c5b4a39
28170615f4e3d2c1b0","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

vpn.alder.example:443 tls_kex X25519 yes fails Recorded as exposed to
harvest-now-decrypt-later. Algorithm
recorded as quantum-vulnerable.

vpn.alder.example:443 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_256_GCM_
SHA384","cert_key":"EC-
secp384r1","cert_signature_
algorithm":"ecdsa-with-
SHA384","rsa_key_
transport":false,"not_
after":"2027-03-
02T12:00:00+00:00","issuer":"
CN=Example Edge CA
E1,O=Example
Trust,C=US","issuer_key_
id":"5a1b9c0e7d2f4a6b8c3d1e
0f9a7b5c4d3e2f1a0b","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.
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Asset Check Observed Traffic
exposed

Audit
verdict

Recorded exposure

vpn.alder.example:443 web_soft
ware

{"status":200,"server":null,"x_
powered_by":null,"software":[],"
known_exploited":[]}

not
applicable

no verdict
(no
known-
exploited
match)

Names no software version. Not a
quantum finding.

db.alder.example:5432 tls_kex secp256r1 yes fails Recorded as exposed to
harvest-now-decrypt-later. Algorithm
recorded as quantum-vulnerable.

db.alder.example:5432 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_256_GCM_
SHA384","cert_key":"RSA-
2048","cert_signature_
algorithm":"sha256WithRSAEn
cryption","rsa_key_
transport":false,"not_
after":"2027-05-
20T23:59:59+00:00","starttls":"
postgresql","issuer":"CN=Exam
ple Issuing CA R3,O=Example
Trust,C=US","issuer_key_
id":"c47e2a9b1d0f8e6c5b4a39
28170615f4e3d2c1b0","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

git.alder.example:22 ssh_kex mlkem768x25519-sha256 no meets the
rule

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.

portal.alder.example:443 tls_kex X25519MLKEM768 no meets the
rule

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.

portal.alder.example:443 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_128_GCM_
SHA256","cert_key":"RSA-
2048","cert_signature_
algorithm":"sha256WithRSAEn
cryption","rsa_key_
transport":false,"not_
after":"2027-04-
11T23:59:59+00:00","issuer":"
CN=Example Issuing CA
R3,O=Example
Trust,C=US","issuer_key_
id":"c47e2a9b1d0f8e6c5b4a39
28170615f4e3d2c1b0","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

portal.alder.example:443 web_soft
ware

{"status":200,"server":"nginx","x
_powered_by":null,"software":[]
,"known_exploited":[]}

not
applicable

no verdict
(no
known-
exploited
match)

Names no software version. Not a
quantum finding.

intranet.alder.example:443 tls_kex X25519MLKEM768 no meets the
rule

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.
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Asset Check Observed Traffic
exposed

Audit
verdict

Recorded exposure

intranet.alder.example:443 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_256_GCM_
SHA384","cert_key":"EC-
secp256r1","cert_signature_
algorithm":"ecdsa-with-
SHA256","rsa_key_
transport":false,"not_
after":"2027-01-
08T10:30:00+00:00","issuer":"
CN=Example Edge CA
E1,O=Example
Trust,C=US","issuer_key_
id":"5a1b9c0e7d2f4a6b8c3d1e
0f9a7b5c4d3e2f1a0b","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

intranet.alder.example:443 web_soft
ware

{"status":200,"server":"Apache/
2.4.49","x_powered_
by":null,"software":[{"product":"
Apache","version":"2.4.49","he
ader":"server"}],"known_
exploited":[{"product":"Apache
HTTP
Server","cve":"CVE-2021-
41773","name":"path traversal
and file
disclosure","affected":[["2.4.49",
"2.4.49"]],"fixed":"2.4.50","kev_
date_added":"2021-11-
03","condition":"files outside
the document root not
protected by \"Require all
denied\"","source":"https://
httpd.apache.org/security/
vulnerabilities_24.html#CVE-
2021-41773","version":"2.4.49"}
,{"product":"Apache HTTP
Server","cve":"CVE-2021-
42013","name":"path traversal
and remote code
execution","affected":[["2.4.49",
"2.4.50"]],"fixed":"2.4.51","kev_
date_added":"2021-11-
03","condition":"files outside
the document root not
protected by \"Require all
denied\"","source":"https://
httpd.apache.org/security/
vulnerabilities_24.html#CVE-
2021-42013","version":"2.4.49"}
,{"product":"Apache HTTP
Server","cve":"CVE-2024-
38475","name":"mod_rewrite
improper escaping of
output","affected":[["2.4.0","2.4.
59"]],"fixed":"2.4.60","kev_
date_added":"2025-05-
01","condition":"mod_rewrite
rules whose substitution starts
with a path on the
server","source":"https://
httpd.apache.org/security/
vulnerabilities_24.html#CVE-
2024-38475","version":"2.4.49"}
]}

not
applicable

fails Announces Apache 2.4.49: a version
in the range of CVE-2021-41773,
CVE-2021-42013, CVE-2024-38475,
on CISA's Known Exploited
Vulnerabilities list. Not a quantum
finding.

sso.alder.example:443 tls_kex X25519MLKEM768 no meets the
rule

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.
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Asset Check Observed Traffic
exposed

Audit
verdict

Recorded exposure

sso.alder.example:443 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_256_GCM_
SHA384","cert_key":"EC-
secp256r1","cert_signature_
algorithm":"ecdsa-with-
SHA256","rsa_key_
transport":false,"not_
after":"2027-02-
27T09:00:00+00:00","issuer":"
CN=Example Edge CA
E1,O=Example
Trust,C=US","issuer_key_
id":"5a1b9c0e7d2f4a6b8c3d1e
0f9a7b5c4d3e2f1a0b","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

sso.alder.example:443 web_soft
ware

{"status":200,"server":null,"x_
powered_by":null,"software":[],"
known_exploited":[]}

not
applicable

no verdict
(no
known-
exploited
match)

Names no software version. Not a
quantum finding.

api.alder.example:443 tls_kex X25519MLKEM768 no meets the
rule

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.

api.alder.example:443 tls_cert {"tls_version":"TLSv1.3","cipher
":"TLS_AES_128_GCM_
SHA256","cert_key":"EC-
secp256r1","cert_signature_
algorithm":"ecdsa-with-
SHA256","rsa_key_
transport":false,"not_
after":"2027-03-
19T16:45:00+00:00","issuer":"
CN=Example Edge CA
E1,O=Example
Trust,C=US","issuer_key_
id":"5a1b9c0e7d2f4a6b8c3d1e
0f9a7b5c4d3e2f1a0b","distrust
ed_issuer":null}

no due Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

api.alder.example:443 web_soft
ware

{"status":200,"server":"nginx","x
_powered_by":null,"software":[]
,"known_exploited":[]}

not
applicable

no verdict
(no
known-
exploited
match)

Names no software version. Not a
quantum finding.

Triage
Profile: mid_market. Method: baseline score. Model: none.
Rank Asset Check Why, and plan

1 intranet.alder.example:443 web_softwa
re

intranet wiki: announces Apache HTTP Server 2.4.49, in the range of
known-exploited CVE-2021-41773, CVE-2021-42013, CVE-2024-38475 (CISA
KEV); internal data kept 5 years.
Target: Apache HTTP Server 2.4.60; deadline 2026-11-03 (on CISA's Known
Exploited Vulnerabilities list: CVE-2021-41773 since 2021-11-03,
CVE-2021-42013 since 2021-11-03, CVE-2024-38475 since 2025-05-01)
Steps: 1. Upgrade Apache HTTP Server from 2.4.49: CVE-2021-41773 is fixed in
2.4.50; CVE-2021-42013 is fixed in 2.4.51; CVE-2024-38475 is fixed in 2.4.60 2. If
it is a distribution build, check its changelog first: distributions often backport a fix
without changing the version shown 3. Re-scan to confirm the version the server
announces
Front page: Server header: Apache/2.4.49, which names Apache HTTP Server.
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Rank Asset Check Why, and plan

2 db.alder.example:5432 tls_kex clinical records (PostgreSQL): traffic recorded today is exposed; regulated data
kept 25 years, still secret at 3 of 3 plausible quantum break years.
Target: X25519MLKEM768; deadline 2027-11-03 (if a quantum break came as
early as 2029, traffic recorded today would still need to be secret then; policy date:
NIST IR 8547 (final, October 2026): quantum-vulnerable key establishment
deprecated after 2030)
Steps: 1. Enable X25519MLKEM768 on the TLS terminator (OpenSSL 3.5+,
BoringSSL or Go 1.24+ builds) 2. Re-scan to confirm the negotiated group

3 mail.alder.example:587 tls_kex mail (SMTP): traffic recorded today is exposed; confidential data kept 10 years,
still secret at 3 of 3 plausible quantum break years.
Target: X25519MLKEM768; deadline 2027-11-03 (if a quantum break came as
early as 2029, traffic recorded today would still need to be secret then; policy date:
NIST IR 8547 (final, October 2026): quantum-vulnerable key establishment
deprecated after 2030)
Steps: 1. Enable X25519MLKEM768 on the TLS terminator (OpenSSL 3.5+,
BoringSSL or Go 1.24+ builds) 2. Re-scan to confirm the negotiated group

4 vpn.alder.example:443 tls_kex remote access (VPN): traffic recorded today is exposed; confidential data kept 10
years, still secret at 3 of 3 plausible quantum break years.
Target: X25519MLKEM768; deadline 2027-11-03 (if a quantum break came as
early as 2029, traffic recorded today would still need to be secret then; policy date:
NIST IR 8547 (final, October 2026): quantum-vulnerable key establishment
deprecated after 2030)
Steps: 1. Enable X25519MLKEM768 on the TLS terminator (OpenSSL 3.5+,
BoringSSL or Go 1.24+ builds) 2. Re-scan to confirm the negotiated group
Front page: no Server header in the front page's response.

5 api.alder.example:443 tls_cert lab-results API: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); regulated data kept 25 years.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature
Front page: Server header: nginx, which names nginx.

6 db.alder.example:5432 tls_cert clinical records (PostgreSQL): certificate can be forged once a quantum computer
exists (not a risk to recorded traffic); regulated data kept 25 years.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

7 mail.alder.example:587 tls_cert mail (SMTP): certificate can be forged once a quantum computer exists (not a risk
to recorded traffic); confidential data kept 10 years.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature
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Rank Asset Check Why, and plan

8 portal.alder.example:443 tls_cert partner portal: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); confidential data kept 7 years.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature
Front page: Server header: nginx, which names nginx.

9 sso.alder.example:443 tls_cert single sign-on: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); confidential data kept 7 years.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature
Front page: no Server header in the front page's response.

10 vpn.alder.example:443 tls_cert remote access (VPN): certificate can be forged once a quantum computer exists
(not a risk to recorded traffic); confidential data kept 10 years.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature
Front page: no Server header in the front page's response.

11 intranet.alder.example:443 tls_cert intranet wiki: certificate can be forged once a quantum computer exists (not a risk
to recorded traffic); internal data kept 5 years.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature
Front page: Server header: Apache/2.4.49, which names Apache HTTP Server.
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Rank Asset Check Why, and plan

12 www.alder.example:443 tls_cert public website: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); public data kept 1 year.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. This host's front page names Cloudflare in its Server header (Server
header: cloudflare). If Cloudflare's edge terminates TLS here, the certificate
visitors see is the one on Cloudflare's edge, and Cloudflare lists post-quantum
signatures for visitors as planned via Merkle Tree Certificates
(developers.cloudflare.com/ssl/post-quantum-cryptography/pqc-cloudflare-
products, read 2026-11-03) 2. The CA/Browser Forum's rules for publicly trusted
certificates do not allow ML-DSA yet (its ML-DSA ballot was still in draft at the
2026-07-30 Server Certificate Working Group meeting, cabforum.org), and
Chrome said on 2026-02-27 it has no immediate plan to trust post-quantum X.509
certificates (blog.google/security, 'Cultivating a robust and efficient quantum-safe
HTTPS') 3. No certificate you could install today changes this: keep the classical
certificate and re-scan when Cloudflare offers post-quantum authentication to
visitors
Front page: Server header: cloudflare, which names Cloudflare.

6 finding(s) were not ranked: the plan lists no step for them.

Symmetric ciphers (Grover's search, on paper)
Grover's search is the quantum attack on symmetric keys. It is a note, not part of the score or the rank. The sentence is the
PDF's own, built from the recorded fields; the report's own note text is in the signed report file.
Asset Cipher suite Hash Logical

qubits
AES-256
(CNSA 2.0)

Recorded

www.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.

mail.alder.example:587 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.

vpn.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.

db.alder.example:5432 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.

portal.alder.example:443 TLS_AES_128_GCM_SHA256 SHA-256 2953 no AES-128: 64 bits against
Grover's search on paper.

intranet.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.

sso.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.

api.alder.example:443 TLS_AES_128_GCM_SHA256 SHA-256 2953 no AES-128: 64 bits against
Grover's search on paper.

Migrations
not in this report

Appendix: check the signatures without Q-Shield
What you need: a terminal (bash or zsh) and OpenSSL 3.5 or newer. Check with: openssl version
macOS ships LibreSSL, which cannot do this: install OpenSSL 3.5 or newer and use that one.

1. Open a terminal in an empty folder. Paste each block below, one at a time and in order. Each file is made by one
block; the longer signature files by several blocks marked "part 1 of N".

digest (SHA-256 of the RFC 8785 canonical report without "signatures"):
24d63c61afbff6e75f175c4a59aca0444afe94308f07227464dea17946ddb89c
message.bin is "qshield-proof-report-v1:" followed by that digest.

message.bin (88 bytes)
printf '%s' 'qshield-proof-report-v1:24d63c61afbff6e75f175c4a59aca0444afe94308f07227464dea17946ddb89c' > message.bin
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ed25519.pub.der (44 bytes)
cat > ed25519.pub.der.b64 <<'EOF'
MCowBQYDK2VwAyEAiS0DisQdj8H4jAawxOOMVx3ka9l5BEPbouUhnXdJ1rM=
EOF
openssl base64 -d -in ed25519.pub.der.b64 -out ed25519.pub.der

ed25519.sig (64 bytes)
cat > ed25519.sig.b64 <<'EOF'
GJjdYqcWbcz00fnboNM5ETAHT9fougXxsCuk2ORxvI/fybH4kbJA3uzlpGrjoWj5724ZKl62eADh
gmiappBVDQ==
EOF
openssl base64 -d -in ed25519.sig.b64 -out ed25519.sig

ml-dsa-87.pub.der (2614 bytes), part 1 of 2
cat > ml-dsa-87.pub.der.b64 <<'EOF'ml-dsa-87.pub.der (2614 bytes), part 2 of 2
cat >> ml-dsa-87.pub.der.b64 <<'EOF'
pAlVwK+0IdA5PBukF1UalaR1pCvy0Uej+FpOuBkb7akioEknKzwLGAt5LKORSwRv/DPGR+5oX7da
QvjFMVvgQm4PZrJ+DnrUihp8K0LONNDIWbdfZHXaMwftenh+iA1mlbQwOw1Tj6DQM19YksqaXDmm
lHiagimQM8pTAa1Y8/0vBemAAXtSe9+D6E5IPUf6fWGUkkpLuAkwWH1ez2loLjtIyu/mku4EhP7b
6OpcU5M5cKK3evCrHMm06ppetKmATdMRkwgMkbs7jPiyjqnxwIIV8x74Zj+YPLU2XqvlaQr4SWVV
nmyRj2BEqSpTcq8qIhPzyccVICJQEqG2fmnfiU2sG5JSz/cK42HeOI6l8MAURQAtSPiy2vQPTAEL
czU24PHFImADwjrINxYHuxPBenqymjc3aDjOirwnjBtPSZFCD5y+p77BycfqWv7fgg==
EOF
openssl base64 -d -in ml-dsa-87.pub.der.b64 -out ml-dsa-87.pub.der
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ml-dsa-87.sig (4627 bytes), part 1 of 3
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ml-dsa-87.sig (4627 bytes), part 2 of 3
cat >> ml-dsa-87.sig.b64 <<'EOF'ml-dsa-87.sig (4627 bytes), part 3 of 3
cat >> ml-dsa-87.sig.b64 <<'EOF'
NFZylKWyxQU0SEt5e7AKm6rE2AtEi56j2eEkhusoQmVzfZGqy/kAAAAAAAAAAAAAAAAAAAAAAAAA
AAAHDhceIyotNg==
EOF
openssl base64 -d -in ml-dsa-87.sig.b64 -out ml-dsa-87.sig

2. Check that each file has the size shown above (a pasting mistake changes it):
wc -c message.bin ed25519.pub.der ed25519.sig ml-dsa-87.pub.der ml-dsa-87.sig

Expected byte counts: 88 message.bin, 44 ed25519.pub.der, 64 ed25519.sig, 2614 ml-dsa-87.pub.der, 4627 ml-dsa-87.sig

3. Run in this folder; each line must print "Signature Verified Successfully":
openssl pkeyutl -verify -pubin -keyform DER -inkey ed25519.pub.der -rawin -in message.bin -sigfile ed25519.sig
openssl pkeyutl -verify -pubin -keyform DER -inkey ml-dsa-87.pub.der -rawin -in message.bin -sigfile ml-dsa-87.sig

4. Compare the key ids printed on page 1 with the keys EpochCore publishes at epochcoreqcs.com/qshield-keys
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