Q-Shield proof report

Evidence for an auditor, not a certification.

EXAMPLE DATA. Alder Biosciences is a made-up company and no scan was run: its servers' answers were
written by hand and judged by Q-Shield's own code. Signed with a demo key, not one of EpochCore's
report keys.

Engagement: example-alder-2026-11-03
Generated at: 2026-11-07T16:40:11Z
Profile: mid_market

1. Signature check
Both signatures verified against the key file given: demo-keys-not-epochcore.json.

Ed25519, key 7B93DFD4897D6E1E: valid
ML-DSA-87, key 31EE547A2E8849B0: valid

2. Audit result
The audit failed against profile mid_market: 4 finding(s) fail its rules.

6 meet the rules, 4 fail, 8 are due (allowed today, migrate by a date), 0 are unknown.

Findings in this report: 23 (18 judged by the audit; 5 web server software checks get no verdict). Audit results: 18.
The counts add up to 18, the number of judged findings.

6 of 9 readable key exchanges are post-quantum hybrid (what each server would pick); 0 unknown, not counted.
(Audit field kex_coverage_pct: 66.7.)

Audit result recorded: failed

Policy basis (profile mid_market)
NIST IR 8547 (final, October 2026): RSA and ECC deprecated after 2030, disallowed after 2035

Digest
SHA-256 of the RFC 8785 canonical report without its signatures field.
24d63c6laf bf f 6e75f 175c4a59aca0444af e94308f 07227464deal7946ddb89c

Signature keys
SHA- 256 of that key file: 7377570a0b5bf 6bb9bf 8ce8f 7df 26745f 420d6f 4b59b7f c3d40587566b5delcc
Ed25519 key id 7B93DFD4897D6ELE
M.- DSA- 87 key id 31EE547A2E8849B0
EpochCore publishes its public keys at epochcoreqcs.com/gshield-keys. This report does not fetch them: compare the key ids
and the SHA-256 above with that page.
ML-DSA signing randomness: random bytes from the signer's computer only; no IBM job recorded.
That is the signer's own statement, inside the signed report. It cannot be checked from the signature.

The two signatures cover the digest above, which is computed from the report file. Checking them (steps in the appendix)
shows that the digest was signed by the private keys matching the public keys above. To check that a report file has this digest,
run ‘node src/cli.mjs verify <report file>" from the Q-Shield prove/ folder, or compute SHA-256 over its RFC 8785 canonical
form without the signatures field. It says nothing about hosts that were not scanned.
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Findings and audit verdicts

Each key-exchange result shows the group the server would select for a modern client; the probe does not complete a
handshake. Unknown means the probe failed: it is never counted as safe or exposed. Verdicts are the audit's, for profile
mid_market; due means allowed today, migrate by a date. Recorded exposure says what the finding's hndl_exposed and
quantum_vulnerable fields record; the probe's own reason text is not printed; it is in the signed report file.

Asset Check Observed Traffic Audit Recorded exposure
exposed  verdict
www.alder.example:443 tls_kex X25519MLKEM768 no meets the Recorded traffic not exposed by this
rule check. Algorithm not recorded as
quantum-vulnerable.
www.alder.example:443 tls_cert  {"tls_version™:"TLSv1.3","cipher no due Recorded traffic not exposed by this
""TLS_AES_256_GCM_ check. Certificate (key or signature)
SHA384","cert_key":"EC- recorded as quantum-vulnerable.
secp256rl","cert_signature_
algorithm":"ecdsa-with-
SHA256","rsa_key__
transport™:false,"not_
after":"2027-01-
29T08:15:42+00:00","issuer":"
CN=Example Edge CA
E1,0=Example
Trust,C=US""issuer_key__
id":"5alb9cOe7d2f4a6b8c3dle
0f9a7b5c4d3e2fla0b", "distrust
ed_issuer":null}
www.alder.example:443 web_soft {"status":200,"server":"cloudflar not no verdict Names no software version. Not a
ware e","x_powered_by":null,"softwa applicable (no quantum finding.
re":[],"known_exploited":[]} known-
exploited
match)
mail.alder.example:587 tls_kex X25519 yes fails Recorded as exposed to
harvest-now-decrypt-later. Algorithm
recorded as quantum-vulnerable.
mail.alder.example:587 tls_cert  {"tls_version™:"TLSv1.3","cipher no due Recorded traffic not exposed by this
""TLS_AES_256_GCM_ check. Certificate (key or signature)
SHA384""cert_key":"RSA- recorded as quantum-vulnerable.
2048","cert_signature_
algorithm":"sha256WithRSAEN
cryption","rsa_key
transport™:false,"not_
after":"2027-02-
14T23:59:59+00:00","starttls":"
smtp”,"issuer":"CN=Example
Issuing CA R3,0=Example
Trust,C=US""issuer_key__
id":"c47e2a9b1d0f8e6¢c5b4a39
28170615f4e3d2c1b0","distrust
ed_issuer":null}
vpn.alder.example:443 tls_kex  X25519 yes fails Recorded as exposed to
harvest-now-decrypt-later. Algorithm
recorded as quantum-vulnerable.
vpn.alder.example:443 tls_cert  {"tls_version":"TLSv1.3","cipher no due Recorded traffic not exposed by this

""TLS_AES 256 _GCM_
SHA384","cert_key":"EC-
secp384rl",“cert_signature_
algorithm":"ecdsa-with-
SHA384""rsa_key_
transport":false,"not_
after":"2027-03-
02T12:00:00+00:00","issuer":"
CN=Example Edge CA
E1,0=Example
Trust,C=US""issuer_key_
id":"5a1b9c0e7d2f4a6b8c3dle
0f9a7b5c4d3e2flalb","distrust
ed_issuer":null}

check. Certificate (key or signature)
recorded as quantum-vulnerable.
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Asset Check Observed Traffic Audit Recorded exposure
exposed  verdict

vpn.alder.example:443 web_soft {"status":200,"server":null,"x_  not no verdict Names no software version. Not a
ware powered_by":null,"software™:[]," applicable (no quantum finding.
known_exploited™:[]} known-
exploited
match)
db.alder.example:5432 tls_kex secp256r1 yes fails Recorded as exposed to

harvest-now-decrypt-later. Algorithm
recorded as quantum-vulnerable.

db.alder.example:5432 tls_cert  {"tls_version™:"TLSv1.3","cipher no due Recorded traffic not exposed by this
"“"TLS_AES_256_GCM_ check. Certificate (key or signature)
SHA384""cert_key":"RSA- recorded as quantum-vulnerable.

2048","cert_signature_
algorithm":"sha256WithRSAEnN
cryption","rsa_key
transport":false,"not_
after":"2027-05-
20T23:59:59+00:00","starttls":"
postgresql",“issuer":"CN=Exam
ple Issuing CA R3,0=Example
Trust,C=US""issuer_key__
id":"c47e2a9b1d0f8e6c5bh4a39
28170615f4e3d2c1b0","distrust
ed_issuer":null}

git.alder.example:22 ssh_kex mlkem768x25519-sha256 no meets the Recorded traffic not exposed by this
rule check. Algorithm not recorded as
quantum-vulnerable.
portal.alder.example:443 tls_kex X25519MLKEM768 no meets the Recorded traffic not exposed by this
rule check. Algorithm not recorded as
quantum-vulnerable.
portal.alder.example:443 tls_cert  {"tls_version":"TLSv1.3","cipher no due Recorded traffic not exposed by this
""TLS_AES 128 GCM_ check. Certificate (key or signature)
SHA256","cert_key":"RSA- recorded as quantum-vulnerable.

2048""cert_signature_
algorithm":"sha256WithRSAEN
cryption","rsa_key_
transport":false,"not_
after":"2027-04-
11723:59:59+00:00","issuer":"
CN=Example Issuing CA
R3,0=Example
Trust,C=US""issuer_key_
id":"c47e2a9b1d0f8e6c5h4a39
28170615f4e3d2c1b0","distrust
ed_issuer":null}

portal.alder.example:443 web_soft {"status":200,"server":"nginx","x not no verdict Names no software version. Not a
ware _powered_by":null,"software™:[] applicable (no quantum finding.
,"known_exploited™:[]} known-

exploited
match)

intranet.alder.example:443 tls_kex X25519MLKEM768 no meets the Recorded traffic not exposed by this
rule check. Algorithm not recorded as

quantum-vulnerable.
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Asset

Check

Traffic
exposed

Audit
verdict

Observed

Recorded exposure

intranet.alder.example:443

tls_cert

{"tls_version":"TLSv1.3","cipher no due
""TLS_AES 256 _GCM_
SHA384","cert_key":"EC-
secp256rl","cert_signature_
algorithm":"ecdsa-with-
SHA256""rsa_key_
transport":false,"not_
after":"2027-01-
08T10:30:00+00:00","issuer":"
CN=Example Edge CA
E1,0=Example
Trust,C=US""issuer_key__
id":"5a1lb9c0e7d2f4a6b8c3dle
0f9a7b5c4d3e2flalb”,"distrust
ed_issuer":null}

Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

intranet.alder.example:443

web_soft
ware

{"status":200,"server":"Apache/ not fails
2.4.49""x_powered_ applicable
by":null,"software":[{"product":"
Apache","version":"2.4.49","he
ader":"server"}],"known_
exploited":[{"product":"Apache
HTTP
Server","cve":"CVE-2021-
41773""name":"path traversal
and file
disclosure","affected":[["2.4.49",
"2.4.49"),"fixed":"2.4.50","kev_
date_added":"2021-11-
03","condition":"files outside
the document root not
protected by \"Require all
denied\"","source":"https://
httpd.apache.org/security/
vulnerabilities_24.htmI#CVE-
2021-41773","version":"2.4.49"}
{"product":"Apache HTTP
Server","cve":"CVE-2021-
42013","name":"path traversal
and remote code
execution","affected":[["2.4.49",
"2.4.50"]),"fixed":"2.4.51","kev_
date_added":"2021-11-
03","condition":"files outside
the document root not
protected by \"Require all
denied\"","source":"https://
httpd.apache.org/security/
vulnerabilities_24.htmI#CVE-
2021-42013","version":"2.4.49"}
J{"product":"Apache HTTP
Server","cve":"CVE-2024-
38475","name":"mod_rewrite
improper escaping of
output","affected":[['2.4.0","2.4.
59"],"fixed":"2.4.60","kev_
date_added":"2025-05-
01","condition":"mod_rewrite
rules whose substitution starts
with a path on the
server","source":"https://
httpd.apache.org/security/
vulnerabilities_24.html#CVE-
2024-38475","version":"2.4.49"}

I}

Announces Apache 2.4.49: a version
in the range of CVE-2021-41773,
CVE-2021-42013, CVE-2024-38475,
on CISA's Known Exploited
Vulnerabilities list. Not a quantum
finding.

sso.alder.example:443

tls_kex

X25519MLKEM768 no
rule

meets the

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.

Evidence for an auditor, not a certification. Covers only the hosts listed in this report.
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Asset Check

Traffic
exposed

Audit
verdict

Observed

Recorded exposure

sso.alder.example:443 tls_cert

{"tls_version":"TLSv1.3","cipher no due
""TLS_AES 256 _GCM_
SHA384","cert_key":"EC-
secp256rl","cert_signature_
algorithm":"ecdsa-with-
SHA256""rsa_key_
transport":false,"not_
after":"2027-02-
27T09:00:00+00:00","issuer":"
CN=Example Edge CA
E1,0=Example
Trust,C=US""issuer_key__
id":"5a1lb9c0e7d2f4a6b8c3dle
0f9a7b5c4d3e2flalb”,"distrust
ed_issuer":null}

Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

sso.alder.example:443 web_soft

ware

{"status":200,"server":null,"x_  not no verdict

powered_by":null,"software":[]," applicable (no

known_exploited":[]} known-
exploited
match)

Names no software version. Not a
guantum finding.

api.alder.example:443 tls_kex

X25519MLKEM768 no meets the

rule

Recorded traffic not exposed by this
check. Algorithm not recorded as
quantum-vulnerable.

api.alder.example:443 tls_cert

{"tls_version":"TLSv1.3","cipher no due
""TLS_AES_128 GCM_
SHA256","cert_key":"EC-
secp256rl","cert_signature_
algorithm":"ecdsa-with-
SHA256""rsa_key__
transport":false,"not_
after:"2027-03-
19T16:45:00+00:00","issuer":"
CN=Example Edge CA
E1,0=Example
Trust,C=US""issuer_key__
id":"5alb9c0e7d2f4a6b8c3dle
0f9a7b5c4d3e2fla0b","distrust
ed_issuer":null}

Recorded traffic not exposed by this
check. Certificate (key or signature)
recorded as quantum-vulnerable.

api.alder.example:443 web_soft

ware

{"status":200,"server":"nginx","x not no verdict

_powered_by":null,"software":;[] applicable (no

,"known_exploited":[]} known-
exploited
match)

Names no software version. Not a
quantum finding.

Triage
Profile: mid market. Method: baseline score. Model: none.
Rank Asset Check Why, and plan
1 intranet.alder.example:443 web_softwa intranet wiki: announces Apache HTTP Server 2.4.49, in the range of
re known-exploited CVE-2021-41773, CVE-2021-42013, CVE-2024-38475 (CISA

KEV); internal data kept 5 years.

Target: Apache HTTP Server 2.4.60; deadline 2026-11-03 (on CISA's Known
Exploited Vulnerabilities list: CVE-2021-41773 since 2021-11-03,
CVE-2021-42013 since 2021-11-03, CVE-2024-38475 since 2025-05-01)

Steps: 1. Upgrade Apache HTTP Server from 2.4.49: CVE-2021-41773 is fixed in
2.4.50; CVE-2021-42013 is fixed in 2.4.51; CVE-2024-38475 is fixed in 2.4.60 2. If
it is a distribution build, check its changelog first: distributions often backport a fix
without changing the version shown 3. Re-scan to confirm the version the server

announces

Front page: Server header: Apache/2.4.49, which names Apache HTTP Server.

Evidence for an auditor, not a certification. Covers only the hosts listed in this report.
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Rank Asset

Check

Why, and plan

2 db.alder.example:5432

tls_kex

clinical records (PostgreSQL): traffic recorded today is exposed; regulated data
kept 25 years, still secret at 3 of 3 plausible quantum break years.

Target: X25519MLKEM768; deadline 2027-11-03 (if a quantum break came as
early as 2029, traffic recorded today would still need to be secret then; policy date:
NIST IR 8547 (final, October 2026): quantum-vulnerable key establishment
deprecated after 2030)

Steps: 1. Enable X25519MLKEM768 on the TLS terminator (OpenSSL 3.5+,
BoringSSL or Go 1.24+ builds) 2. Re-scan to confirm the negotiated group

3 mail.alder.example:587

tls_kex

mail (SMTP): traffic recorded today is exposed; confidential data kept 10 years,
still secret at 3 of 3 plausible quantum break years.

Target: X25519MLKEM768; deadline 2027-11-03 (if a quantum break came as
early as 2029, traffic recorded today would still need to be secret then; policy date:
NIST IR 8547 (final, October 2026): quantum-vulnerable key establishment
deprecated after 2030)

Steps: 1. Enable X25519MLKEM768 on the TLS terminator (OpenSSL 3.5+,
BoringSSL or Go 1.24+ builds) 2. Re-scan to confirm the negotiated group

4 vpn.alder.example:443

tls_kex

remote access (VPN): traffic recorded today is exposed; confidential data kept 10
years, still secret at 3 of 3 plausible quantum break years.

Target: X25519MLKEM768; deadline 2027-11-03 (if a quantum break came as
early as 2029, traffic recorded today would still need to be secret then; policy date:
NIST IR 8547 (final, October 2026): quantum-vulnerable key establishment
deprecated after 2030)

Steps: 1. Enable X25519MLKEM768 on the TLS terminator (OpenSSL 3.5+,
BoringSSL or Go 1.24+ builds) 2. Re-scan to confirm the negotiated group

Front page: no Server header in the front page's response.

5 api.alder.example:443

tls_cert

lab-results API: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); regulated data kept 25 years.

Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)

Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

Front page: Server header: nginx, which names nginx.

6 db.alder.example:5432

tls_cert

clinical records (PostgreSQL): certificate can be forged once a quantum computer
exists (not a risk to recorded traffic); regulated data kept 25 years.

Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)

Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

7 mail.alder.example:587

tls_cert

mail (SMTP): certificate can be forged once a quantum computer exists (not a risk
to recorded traffic); confidential data kept 10 years.

Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)

Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

Evidence for an auditor, not a certification. Covers only the hosts listed in this report. Page 6 of 11
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Rank Asset

Check

Why, and plan

8 portal.alder.example:443

tls_cert

partner portal: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); confidential data kept 7 years.

Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)

Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

Front page: Server header: nginx, which names nginx.

9 sso.alder.example:443

tls_cert

single sign-on: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); confidential data kept 7 years.

Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)

Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

Front page: no Server header in the front page's response.

10 vpn.alder.example:443

tls_cert

remote access (VPN): certificate can be forged once a quantum computer exists
(not a risk to recorded traffic); confidential data kept 10 years.

Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)

Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

Front page: no Server header in the front page's response.

11 intranet.alder.example:443

tls_cert

intranet wiki: certificate can be forged once a quantum computer exists (not a risk
to recorded traffic); internal data kept 5 years.

Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)

Steps: 1. Inventory which clients must accept a post-quantum certificate on this
endpoint 2. The CA/Browser Forum's rules for publicly trusted certificates do not
allow ML-DSA yet (its ML-DSA ballot was still in draft at the 2026-07-30 Server
Certificate Working Group meeting, cabforum.org), and Chrome said on
2026-02-27 it has no immediate plan to trust post-quantum X.509 certificates
(blog.google/security, 'Cultivating a robust and efficient quantum-safe HTTPS') 3.
Move to an ML-DSA-65 certificate once a CA can issue it and those clients accept
it; keep the classical one until then 4. Re-scan to confirm the certificate's key and
signature

Front page: Server header: Apache/2.4.49, which names Apache HTTP Server.

Evidence for an auditor, not a certification. Covers only the hosts listed in this report. Page 7 of 11
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Rank Asset Check Why, and plan

12 www.alder.example:443 tls_cert public website: certificate can be forged once a quantum computer exists (not a
risk to recorded traffic); public data kept 1 year.
Target: ML-DSA-65; deadline 2035-12-31 (NIST IR 8547 (final, October 2026):
RSA and ECC signatures disallowed after 2035)
Steps: 1. This host's front page names Cloudflare in its Server header (Server
header: cloudflare). If Cloudflare's edge terminates TLS here, the certificate
visitors see is the one on Cloudflare's edge, and Cloudflare lists post-quantum
signatures for visitors as planned via Merkle Tree Certificates
(developers.cloudflare.com/ssl/post-quantum-cryptography/pgc-cloudflare-
products, read 2026-11-03) 2. The CA/Browser Forum's rules for publicly trusted
certificates do not allow ML-DSA yet (its ML-DSA ballot was still in draft at the
2026-07-30 Server Certificate Working Group meeting, cabforum.org), and
Chrome said on 2026-02-27 it has no immediate plan to trust post-quantum X.509
certificates (blog.google/security, 'Cultivating a robust and efficient quantum-safe
HTTPS') 3. No certificate you could install today changes this: keep the classical
certificate and re-scan when Cloudflare offers post-quantum authentication to
visitors
Front page: Server header: cloudflare, which names Cloudflare.

6 finding(s) were not ranked: the plan lists no step for them.

Symmetric ciphers (Grover's search, on paper)

Grover's search is the quantum attack on symmetric keys. It is a note, not part of the score or the rank. The sentence is the
PDF's own, built from the recorded fields; the report's own note text is in the signed report file.

Asset Cipher suite Hash Logical AES-256 Recorded
qubits (CNSA 2.0)
www.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.
mail.alder.example:587 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.
vpn.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.
db.alder.example:5432 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 hits against
Grover's search on paper.
portal.alder.example:443 TLS_AES_128 GCM_SHA256 SHA-256 2953 no AES-128: 64 bits against
Grover's search on paper.
intranet.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.
sso.alder.example:443 TLS_AES_256_GCM_SHA384 SHA-384 6681 yes AES-256: 128 bits against
Grover's search on paper.
api.alder.example:443 TLS_AES_128 GCM_SHA256 SHA-256 2953 no AES-128: 64 bits against

Grover's search on paper.

Migrations
not in this report

Appendix: check the signatures without Q-Shield

What you need: a terminal (bash or zsh) and OpenSSL 3.5 or newer. Check with: openssl| version
macOS ships LibreSSL, which cannot do this: install OpenSSL 3.5 or newer and use that one.

1. Open a terminal in an empty folder. Paste each block below, one at a time and in order. Each file is made by one
block; the longer signature files by several blocks marked "part 1 of N".
digest (SHA-256 of the RFC 8785 canonical report without "signatures"):
24d63c61afbffée75f175c4a59aca0444afe94308f07227464deal7946ddb89¢c
message.bin is "gshield-proof-report-v1:" followed by that digest.

message.bin (88 bytes)
printf '9%"' 'qshield-proof-report-vl: 24d63c6laf bf f 6e75f 175c4a59aca0444af e94308f 07227464deal7946ddb89c’' > nessage. bin
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ed25519.pub.der (44 bytes)
cat > ed25519. pub. der. b64 <<' EOF'
MCowBQYDK2VWwAyY EAI SODi sQdj 8H4j Aawx OCOWXx3ka9l 5BEPbouUhnXdJ1r M=
ECF
openssl base64 -d -in ed25519. pub. der. b64 -out ed25519. pub. der

ed25519.sig (64 bytes)
cat > ed25519. sig. b64 <<' EOF
GJj dYgcWocz00f nboNVBETAHTOf ougXxsCuk20RxvI / f ybHAkbJA3uzl pGrj oW 5724ZKI 62eADh
gni appBVDQ==
ECF
openssl base64 -d -in ed25519.sig.b64 -out ed25519.sig

ml-dsa-87.pub.der (2614 bytes), part 1 of 2
cat > mnl -dsa-87. pub. der. b64 <<' EOF'
M | KM ALBgl ghkgBZQVEAXNMDggohADt hAMCeJygt j T4rt Xi Hu/ Fzf mmb6pnFz4V0j y Yf QxsDESm
bl sCf K6SuHSd4dVH7yRS2ai xClyy CuBQueV4vpkLf zv3y5pOkR+nhPOVTh5gBO R/ Psvi ye4lL.32
nMAopnhcqL6Mss MTQDonbRG oKHDRe DTx MNywf 23CEdwn+7KPi v1MeREZWUGYi 0sL9RS7y 7Rpkm
gONOGChYa8pi 0dx/ pghx Kwk CdCDW Zdf zsV9C5d1t | 2Azf caxL4dUsZnEzRKezPQQ7zpzFYI Ef 9L+
TTPLOI r 900k Dpby 3l 1gmH KkwwEXN+hXHUt 9r | d41y G Mpwkp4a43l hG2bTehGKO5t xHYt LgDgl
OHosh4XRuNodGEpi NJbvKf j XWhoS6FBGhwrdCk Cy c XYZX+3RI dM omOsj RMOK GTj go4PeRc 8y XhX
awac9NJ4E/ LOydd51 BE2A40uAc! pnTYJI5PzdFWAHWOKkJOEYGEsaH4Jl 6Cy Sx Fwb4sWwFaL9JReol
U0r 6s04Nz M FHOb5G8nkZt | O13d/ +kZXqJSvj DxN++opZt i Jt bKHA4xxa3r g9At 0SBDPmw+5huj v
ct gnHNLIOXVF/ r wol n4i 7M767Hbf N2525¢czgsS4Jj mb/ DMEZvI 9r 4POS3qsN8nj JQ7 TOK4s VPNhDPY
40Gn9xCPPqi qz UEf Ewyr D+ppNf t SAqggT22P/ JCcwgcl j HMak Ag30F dTEGTI Mzcpj DOvD7nz nwK
f | TEN#+nHf kHf 90y 0t whSbK9u5vi cDFzFww2/ 64BovFCl mEYATFI / f h8weni WZvNM 3yhc FTXXY4K
Lr nTCl srq8Z5zsATXr un49TYI r MHWDOhaX/ t 7qu/ t qi qgf TLAXi 223al 4y8bLi 59s22pkN+Cr
ZAB6DQUxbaJNPORK GkKGCs bf DIOpTAUsaW | wnBr Ul nHCRqqu/ ohuBQYB4nS+QoyFYdgnmRo/ 2YOEW
0h3+S4MGcZNz UuDMKap7uj 7j 9/ Nb710r B283zn8JhFc Xr UKAcGlykBaxbRyoLX4uOT3q52431nOT
ubyhz XCCLBOKEUUGEGWYHpCcLr cj uVIDbCr T+CNKE35A64Lznf TX2VAgl XQ bt P+1 7/ NqgSVnAj Sl
Wl j BWq9QdK1gx Hmp TRUUNLUCaCQRG FRAeVMPTQV1+J9i Dal Ot | j YnuQ2e/ M7j 62/ VI TAYTTdI
gESc Xr c EShDRH5RBx OCef Cw0ds80069I f we JF60XWHbk ASr PPc pUz g6 H6BSUNH87z +FuNkk O HWA z
f YY4HcMBX] 1oxns4nSRr OVpt uei Kkl gogub59d2q9RvVgQ 1hElI WBRqf Dcj 01 AA3+i pNgo19L25U2
Dauj kj A a2y/ Pc/ 6yy3JzWixOyk8et EF700E0STAW692I ki UMBUvGGE 78RXMoNut TQ6Jz5hT7dkq
sLuVQoeDl xsndtj Cel1SJIf E900OVogDOLJ+gqJANnZ4dBYgninj x Yh+4shYSpnmQWSTARA72/ xBGI5NR
gH u+owZyEi bRm2qR4Ahbr wp7r pQ xnNanmR eRGN1v/ k9Fg+Dj dnEt 4kLCOf | eYXMoghH7ONe2+en
2/ | 1sEj 8b5hDCr uql Hg/ t xoNky SCs Pa5Ed8ps DP2Kv8wA/ 10/ P/ AR4j Ro8OWClprmaaMrdFF1k/ 3
r 10cbl bobavKoubwaoy Yt v/ B/ xUKGPnFFZGS0Vt veTi r XOTdye+DKBVHK] t ozxFnm xvMygnE6WF
C7Zs9/ dwr/ j rvvj BEsVI xcULPN@BE+k2dYy AVy HsW.QRt 0Y6aHNy x RoRU+St 876nH8Apt i 4Gvpf F
6Q NRAxr Z5zcl 3i wWOWC5gRYQWKhr oet UHT] Sx4Q N1TUMB5LI 7B87H Rst 91 hkku805sGgMeA09
UuUi GCzGL2QSpodbr EGFcVoBxRI cgQ60z+WALW gu4D7VK/ R3gzFVsel cr QLOC76LAg+HBY YGZe
Dmv 7t 7k 1KYHpe3nXDoAgADx RNv PULXAg8j 82qj 5f eU+r suu3V7r Wbz EDO+Bgpr f G3oRnFf G 3Cqi
Yl Dxvj 00Q NDI 89f ao0P1+\WKr Pwf vFdWsy 12J BOTZNPCo7¢c QI 9DXDVr f f GBPPaFhRO9R4SZ/ 5P4b
PgGr QSOPr h9kxBpf Or vzy Xz T1cOr CLDqDgUQqSz6FDW y5t wk EUXKRf Tk Xuonoyog4aZBAvgw (9
/ dOr 1yP8NWLH5xxxhG q/ 85McH3WOOnz uf COVWB3W z1zVRr 4VUPSNK PVF4t K4z 78770z DY+5ThAf
sMDai x9bKqYqgf VRKwW wr ZYf EdKwWf cG3dyl d8XSRc GMUPI cNQ4i hs130JdZ80g2e99g3M bzZ35k1i f
| mxMA4NnRh/ MsdMy6i / vavH 7aCl YA Y+d1guebWRHGKmM/OKC3xw/ i 41n62QbWA5AUgchbNsaQXOQ
Ni gkbu8i nVeJDZsccanEnj Df ZNh2aXxFm W7 U7wPc55f MJUY9Sd1nf 4VBFvt cBbcn5uUKc RTdAbr
| aCuXUpdoGREntaFLt p3UdwrDl BWJOSubxVl sQdov Xgs X3BH Ft JOr ukdQMN3uApDc SAOZEBpS8i e
xcgqTbh1MYEdi nDmgg/ 3gX@/ TUBVPNVW 8aLwuG wOn2CKMIxglpRdC2uJsQ X/ oL| Kdi D9+f aH
EEnweyf D3YWDouunt GnpR6/ 2j nNhzQnUQFpg+&PT3KB]j q76YD2pWhYv93/ kXadt ZykYcg/ xo3cl C
DI S3RWI 37i L1j i VzZWaeMdkell GWYCXf z1LXRI FVqQ1GkGn6j Kx8TPI FRu6Zai VI wE79Lt t Mof LLS
3t Ki azecN 1ZsWh5UkoYToi wt dwLMOW YYz+oloePx+Bn2+zBgPf 8yybt 2t FMbZi HA+r yZ9U/ Nal
W gXMLSBI hPEshsnj XXQAat EEzt / yQu5SNj N9BgZL8MKj r i BeEnBr YORDpd3! 088j 4Mb9ar ehl1lj N
Chl mHi hw1527vRIXRVH+GUBs SR/ or dt j p/ i ri ct Znxv6We UHNdRS YHNVOHH+gk H7nD4ht Y1Kq
ECF

ml-dsa-87.pub.der (2614 bytes), part 2 of 2
cat >> ml -dsa- 87. pub. der. b64 <<' EOF
pAl VwK+0l dA5PBukF1Ual aR1pCvy0Uej +FpQuBkb7aki oEknKzwLGAt 5LKORSWRv/ DPGR+50X7da
Qvj FMWgQmPZr J+Dnr Ui hp8KOLONNDI Whdf ZHXaMaf t enh+i Al bQAMOWL Tj 6DQMLI Yks gaXDmm
| H agi MQVBpTAal1Y8/ OvBemAAXt Se9+D6ESI PUF 6f WEUkk pLuAkwMH1ez 21 oLj t | yu/ mku4EhP7b
60pcUsMbcKK3ev Cr HMMD6ppet KMATdMRkwgMkbs 7j Pi yj gnxwl | V8x74Zj +YPLU2XgvI aQr 4SWV
nnyRj 2BEqSpTcq8ql hPzyccVI CIQEqGS nmf i U2sG5JSz/ cK42HeOl 61 8MAURQAL SPi y2v QPTAEL
czU24PHFI mADW r | NxYHuxPBenqgynj c3aDj O rwnj Bt PSZFCD5y+p77Bycf qW 7f gg==
ECF
openssl base64 -d -in nl-dsa-87. pub.der.b64 -out nl-dsa-87. pub. der

Evidence for an auditor, not a certification. Covers only the hosts listed in this report.
EXAMPLE DATA, NOT A SCAN
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ml-dsa-87.sig (4627 bytes), part 1 of 3
cat > nl -dsa-87.sig.b64 <<' ECF'
eg16xh83l 6Tvh/ hKi M7sg147VvZU0OMJZ3i JenVaJx POOUKGVCDAM/W psabDd+JeUoLi 3PQn3I Qowk
QLEEoxkBTki B8sFgl 0bP/ r y63MkTDc VI | x YnSsw7nEpTGeeDZt kNNNHEXNr Nsed95QQZEZj GvhFd
Jvj XQLIUFZcMMzp7XJEx]j 6br s3bzS8+uYv/ OTMQO KoSYSsdHRZT+8+5x UIXVREY7ywt ABs QOA
f ODpi NnOARr y85r xHf ZgNN2ws+nmDhbr Sk3r r BPf gKal d85hVMIV5SI aKXpW23MCBr | i ehr UNYpDA2
R2Ut 5gnCe XSw+JXW.Dt 059Bf +ci Ht i VZf zf | oW Yi 5XVA5t g6GvNcl RsFPFVyj MBEY1egSX0ei hH
Ef RALWGv gz DOy Bh4Jdnxbg+gowsi t QqbdLAdFLOXp1Q@Ux 7peaOHkZncFLd4x9gM 8591 GH2OEeU
n2dY5j 7cuzXLLJIf kI 5ghEADEQoL71WZj LAFGv4E+r r Ai 7D2A3B7j mYKVAONGQ AOmv O6r z VHACBS/
ypBTM hGBhbFpz NnHZ2DDVf 2UnupL81FRKDg21XTeTs UQWNe6wDZomNPr FVRX QKES+xPgkOcdT70E
z20bM vQ/ 31 AYMFMOVMUTEt A8nbk OKYf 1sCYvzJ7Ac YLWKKP4ABTf | 4xL/ acdr nbxk2T0aWFVy 2
zbHGW3 Sz WwgPn8R0Ot 08Bz ULl xJH+XA8gK1LSOQUEQ | qdYc59UMkx6gkVLhvepJ2yzt gpnZIpAE
cxqzUlkhsEE4Bt MsKZNv GaYab9Y6DznDT3Kt gj swd/ st Bni Cost r 5n0i | 7r +dkQJ9t / eP/ bG595u
NGe X8l VI ERzgv1x| ZOL2h5L7] TnLOSHoB20OM M PWNJi gXz55US8hOqwHHIG TCF8GLUA2800c T
Z| VaDF1Fi EnpagVO4Z67!1 7vl G 6HDnCuQoi 7Dk TX/ 31 56 CRAXHM 57 F+nK/ FKbw4QK93ymv T4XuR
37HgXSZSCf RxLOL9pcNOBc | JOkaAq7KDg6k BGXTI opwdobH5EMe SqShf HwhGo3f n2MBl vk Fni7 g
d8cEH7f hAb6JBPPnUeE8+Ry0PbDsZG+Rzwj x5wh8u591 nqt MFCZpoKnmhQUI XKH KBrell ougb7Cb
qv| C3f Tkj CTWTGIeFDXnmEMUMLI hEQall F6vz5j Lszl f kSSHBqQRPc501nK2E9r Yl r zKt zDbcC4dC
KK3LwJ Y+BPhMouhKaRj nP3j I rli | ossYj BOFeld i woONSAWB8/ zpe SBKwi SdTyKt h001Qsf 458P
7spRwri sar v1Jl UU3XSvVDBInivitd TOgf HgLn/ pYF8AI pganGHT3nCo/ wPPpV3W64R3t ZYI WLz Dx x
dZbd9Ui Zei 6ShMIQXkkuRHcbZI Txj MLs9pvol BzQO QYf RORgJkFdnTCCKa6W nl HD2130hQZXXG
OChkr 7BKP4/ kMLH1B9k BZUOVk Vhadk M YVnTOkni7bcbGHuak Hy x8+d YGy Awdvt t f U40X70SLmk7e
f nal Pgpi 8YUSI xMk7qr VbNf +3FUzgzpt DOpYdOKF5Bt Ur 51 RvVWLUA] Zwbi nROSt 3ZUXMhaugj ut
XpCGk66RUI 4X48nmvxi nLRINXi RWaj d1Sy3JcDIZuHhQM 8j JAnXqE+BTg3j 2+0JNwweZp5t j Hb9or
m CCVAN3Z3Z&f WNI g/ ykW.U/ 2D1GBQGH 8NOHTs 1Ondp5W +Ksr BOndHIUf Vd/ ZQzyHoalv QoY
TG 3BWAU9VZFXxMec9W ODz HEcyy H8ybqGuUZuD7S7Xnc 1/ gVp2GNeFsWoXnj COh1JWif 8Fvqony
1sYzwXg AyMreXYt J1MsryqYV/ O+xf f CoHXewAr uN+nWeDt TnF/ | gGXCvYey42ydCav SFv4FMzr
X70i 0BZKTYTKgsUj i ghO6Xai GHYgGoFczB5kUPgE4Twt y5bg115TnzC27C N 5di 1k CNOdMBy Dgq
I z/ 3320B8R41 Cwj +p093kCGpcCTz Xl 4zHVEdc OYqJ DmlvvGxC7i f uhMBFg3pLENMOTeEGCIp571 uz
soW22j H1vDK5sx608kcf qDQaNs QCL7uMiU3z/ RhgOO0bC7zI t vOupKnj N2QAYr YBMhUGh] 3Xi 61
6U f 9j BN297PI f 56NbBMhy/ CgO+r owt GGhEzzydpGV+TCYChBogEPsOHg YGnaaf D59pdqUUMr AV
vZJ7Xuug/ j j B+x028e2Rpq0eoi YBEL71 25sxE+Vewr8| 69NBHIKEDYe4137/ qny6eVpj V8zr zt C/
BgUZKOl uVAg6j uNSdXTg2Lt vausgLl i bhDXV936BKzyi dxoj f w CWK10y/ 5dwxnZ6hcUxI | t 14HT
XOG+SI DDi W I ZLi wt | MeK7t i 3NAcCDex6ZHo2YONBV73U/ WsczvLws ARLc+00QVB1Az GOVt r wn6
Y5QuPPBOnW K6OO1IWHTRI ¢ TCWDFU02LGBT+6) 719VT3SWNe SPngSut | X/ J+b16ydl hTglbt OzJs6
7ym\NH3s XEvOLcvi Fvt i Cg5BLVCHHWALr Ar gj 61D93i +an2XYl dqdMy6GAt | 12u85SSPj 6i Gef wd8
t hd1O7U3Hf Vt 1Si vXKI / r Pl pO+l GqwMOB7EXV6Ewai pLEB9zx8ar nf | 2f snmXxPvDFt Zej 05zs QNFd
3LRagKSKHaSV1XBSit Sj viw+l bcqVDHA/ t bBRWBCASN+OvVt FBSx+4J7) EJr RQCN8LI 8 GAEYC+UkC
2j hu+8hW28n2/ r CxP/ 48VUDWI8t un73u0syvZl 653S9b05PnCzBFOcGr 83C2t TMy TODDU5GSeZK
KCNYUt co5eJ Xr 4wBnOGhqJLf g5A7onHOsy El AELIAAALpBC+FWrd/ GHi 4i Jed9vxt a5CkK/ IXWor X
Bt SBbqt t 7EELj BFp+G5skXoSZnr | uLUUXZN571ZnD7xupuSj +ax30+/ 3ATvn2Rr | KkaG uc7DsYE
VWHsW3HSBI n/ TDWIC2So/ n4s+eCGYcaBAl WNXLEMAM aQt GeMbGdhH MQwZct s2x4F8] aK7RccMzi D
ECF
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ml-dsa-87.sig (4627 bytes), part 2 of 3
cat >> nl -dsa-87.sig.b64 <<' ECF
it qr 2GbKELFh5MN6pxzgQt X ELOI WAVt f PCgXqdkf eULlt gr P3LgFS4yJqf | 2zZMrTNeqAW2/ 4Bl t B
DO48qgDbnBJod X+l NpV+JIphj A44Q 7Ha696nx3VBCPsNZBHe100wvAe Pv4MAt +kj C 77HeSZMY4dBe
0XgqzVv88CH8r | | xOr Epd1xf ngBDR4Mokub77Tddi MObJc6OWEMZH5ZZn3nhy 6NgD18nmDpHs5UKLR
ox4VI D6636E/ si X812eGE qh3ExnmeKusFuz SZynDNeQ NOpS/ 92mGECy BRCMkgnJ Gmp2 S3v Vxnxax
EV7t aoJcDUEy QzuVd+hZ15QF zkawhj 17X1IMLQTP4bRGAXTZLPj XzUhYZkel f nYf cGVYJj j UxuXDB
| RR2kYxH G f MD2PnRTg/ Z8j r 9r PNHCAQZi 3BJhLv/ xunsKOyk6uk Ut NuVXPQo5! J5Li t 89YZC2U
aOXUnwoePZGDr 40NLpEai | Zo76pc1RU34CDvM ge51bLRu7YSRECH TkN OnMABLHVSNLZTKqOcj K
| TRLMz/ hGDUuQUQGE9Gd2XKI AvnCd6vt Ink MRuwnj Q |1 6482PS4Bk/ 0TF1EX3UKHf n\WW duNAi DMV
zWDOoAPSLQTENakcf N1r SNt 7r D/ 95DEl pHVinwr Eebv FFMZf O++04Aby nAz SOERGH! YSQY/ 2Rk 70PM
j zHI LcYd2Kw3c Az RETBe GDbFj dLAVbCGhMWERc I XAUBPKhOOpL69aj zWD6el | 1/ 2Tr Re1RVBOF5K
n8Wsl pTDOTz0j EqxVui ha94t sFv+NEan’ C7 FNwa2HMCMZ2cz Fut ygsuOBC VgYxt gak6uAOnCOMy
Zu2c/ | Kt 3hkgnmP+5g1sb+Ct kCIr Fof 30HdPpzkqgl OAPXkDcf 0GzxJ6TQA t knkQ kgznr gnYl i ODX
6f 6Ebxpl ZHEFJsYBj pT1/ NPWf aCRi | hy5LBWuUSt i YOpFKNVBBXxpGAl QPHr r zzI XpFGUVzgvt (6l
YONDak 3230h+hTeWw ¢ 7k B73XC6wHOy BD7 RnyhcnL 1l gi | j Rf FJ+ndFRL9GIMLDbQR20Chs 2NX8
yrj zl 9euSYskDNUhvH+cnf f 410Yz YaKAOVBTcETcwel JUJKSR8i 00140pr FGvNFy 5] 7VIGPIP5YE
gBGxUcMuYI 0gr 9VOEZBt nAwWSz UskepDl zz8/ 1E/ g6xDQLUr E6I KxSMz7j JORGy S/ 60KhCpf He Sst
NZNhua Q) GQBDGHf e QXowcwP2AgqE76aBMNOj 093wTns AoVKW j r Nbi x Wbt ti bl ZCv4kanhxg9KNA
201 r MdwocMCr t anZe17abU2YJIxLmvymJ8A8zq83qH4y00U18D7ZA6820cJox G4 kel 3TFPPk5BCK
y28KoUl 7u8pcAnhvbY4AsF0ZdZqUe00I n76Wj2sakepuQ+6VBDAXp7Lh3i | RNTe5f eyi sn5T71tL
[ +TZH YUCueDT3Kt h8NXoqcVQs VI M RpEELTSORWEI/ ydEvhRAY/ | 1f gO7Tc2kl AUCS6i nj X4gY
vBgAyut J7gapql YnnTf Z2JLgFI5ZFEM xW dnpel R5k/ oBg7mm gaxF862+DHSBj i / GN3T5vF8LP
1PDdz MLHMLr VkJVQDk8FDOgdFczl o/ 7hHVS0Ag9t r YnpCz Qo QuJHyWCHXon3gCzzf j RgOZZbq/ Os
BSMORPGXxQ pUo8vsgel Hed4udvbkyN2bOLMKWADhzr Us C5Ma+BLJIDN6ZgxkBo5S7MHh2LWay Fuv 04
72cdNXLzcr uPvNUl | | j ugr bgs9f b/ Xyd2TQvi | dQ0g/ gODWBz TOTXy MVAgt zNYI cHLi gRs/ t 3R+6
Pt OFI MC5k5B06V7aeydHLnhxPl LNPJJI CeHOvcj 11zbQ4v1t 95mUbwbhCsej hdTc73NSKNLn6SGKV
BoGzQ / TYYpr Bt 7gr z7Gn0f Dt oar AS6VyCM b2U+vkN2UW I | 1 Zf guM uSONgl oc XJp0QynE/ 2m
sOMoughbk5Fvj i 8NEgf gx+PcBn5at aFAl | gRDDr j 3v48pNzHt nEe38H5vW BuwGy +oi Bhfj | C770
90j FZgYDU3Dws/ OFUFi gPr Na1Cz5007 Xaawz uS5EaL+bAX9pl 1+WQ7R6bu6bugKGOUZ+NME4r glr Q
aD2Ch0gLr PS5VkSyFkd7q0r QqeGWRAz2z0Y] GRx/ wRpLPYU2EWBPdI kWR4JCWBK 1M V4| gbei JQ
Sj ZaH ZAl kKKN+ykW2BeA3nEy9cj 8t WeE/ ¢l kI LFKcr WOx4f NAwDOR2j LEg1bb77i f uf 9+qi LqNBi Z
BTi bf +WkAqZevwWKOCanz 11 ehEQR7 YHabpUK1EdbR3dmA+St WBSHGPKH7v TRANhk DAg6DhTx k H6
4/ sDgpd gYc3Mer +ERCG NBf Hf FXOM gR4| PH6Qo+bi +JOnmpaQd b9j e37uEIMBK] RSH2TIHRW ¢
ELx| xeUyej r sC8v/ kQGveQrhyB224Uj VopbTwSh7zyq2G4bgF53h9+M Cc CBy KHody +q5En1ETOB
7O0EWUMKT+X8p18nl XNSWOScP3f 7j f 5QYMSh131] KKO8Lkv4l nv5wz ONXSDRGPXLFxdbuhTOncXI z
VI p8Tj t oNtoy80DxJdQ r uhGeKA7Todbi VXf RvCi Vf BhAoj DYzueTqEawt i | Q L/ nhnoHIpkoAXI
HIvr uznl KuBSnuo7KW FqHNENg7wXMVa5aWhVGNi dQPj 5DpwSr WL5U5e Q7 Si VAFK/ 21nB55B0Al 1v
9p0ZZadmACETXDAeMb! | s3I GEXOQAMADR] | RXI KmiBVTJql Ht K/ bg2QwW Tj x NmUYVOWHVYxnQahd
| MpSNz8dJI Ax4nRgpr QeH 5RPMe7bi Jzf nxt se/ HQ71 8KO3nBZ2r 1EI RBhR1vPLK3r Nol | DNr Er k
Qonb4a3JnFwsFEMU4UDSVEgYGsHLBp/ r f oHAI 4m+-FUsaMpj vimhi 8aNuCvwb9o/ nr WEMFP5Qx 8y Ud
LLRi 9F2uabUj YdGgMB3UIMOBpr u6AyeRLCr | | g2+/ ZcPpgqwN6Sw 1R8TI 1N1sbTKH3nquubx/ Qkv
ECF

ml-dsa-87.sig (4627 bytes), part 3 of 3
cat >> nl -dsa-87.sig. b64 <<' EOF
NFZy | KW x QUOSEt 5e7AKnbBr E2At Ei 56] 2eEkhusoQrvzf ZGgy/ KAAAAAAAAAAAAAAAAAAAAAAAAA
AAAHDhcel yot Ng==
EOF
openssl base64 -d -in nl-dsa-87.sig.b64 -out m-dsa-87.sig

2. Check that each file has the size shown above (a pasting mistake changes it):
wc -c nessage. bin ed25519. pub. der ed25519. si g nl-dsa-87. pub. der ml -dsa-87.sig

Expected byte counts: 88 message.bin, 44 ed25519.pub.der, 64 ed25519.sig, 2614 ml-dsa-87.pub.der, 4627 ml-dsa-87.sig

3. Run in this folder; each line must print "Signature Verified Successfully":

openssl pkeyutl -verify -pubin -keyform DER -inkey ed25519. pub.der -rawin -in nessage.bin -sigfile ed25519.sig
openssl pkeyutl -verify -pubin -keyformDER -inkey mnl-dsa-87.pub.der -rawin -in nmessage.bin -sigfile nl-dsa-87.sig

4. Compare the key ids printed on page 1 with the keys EpochCore publishes at epochcoreqcs.com/gshield-keys

Evidence for an auditor, not a certification. Covers only the hosts listed in this report.
EXAMPLE DATA, NOT A SCAN
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